B donoaneHue K aHmusupycam:
8 6ecnaamublx AHMUBUPYCHBIX CKAHEPOSB

HaBepHo, Ha CBOEM OIIbITE, MHOTHE T0JIb30BaTEU yCIeNU YOeTUThCA B
TOM, YTO AaHTUBUPYC HE MOKET o0eclieunBaTh aOCOTIOTHOU 3aIuThHl. Beas, mo-
Ka BPEJIOHOCHBIN KOJ| He TIOTA/IET B PYKHU CIIEITUAINCTOB, He OyleT N3yJeH U He
MOSIBUTCA CTeHEPUPOBAHHAsA MO, HETO CUTHATYPa, — CUCTEMA OCTaeTCs IMOJITHO-
CTBIO O€33aIUTHOU Mepe/i HOBBIMU yTrpo3aMu. boJjiee TOro, KaK/Iblil IeHb U
KaK/TyI0 HEJIEJIIO MOSIBJIAETCS OTPOMHOE KOJIMYECTBO BUPYCOB, a pa3paboTum-
KU IIPOCTO HE yCIEBAIOT BHECTH B 6a3y Bce curHaTyphl. K ToMy ke ecTh ellle 1
MaJiopacIpocTpaHeHHbIE BUPYChI, KOTOPbIE He TIOMMaaloT B 6asy.

Yucio BUPYCOB Ha CETOAHAIIHUY JIeHb OYeHb BeJInKO. OHU MOTYT 3apa3UTh
JII000I KOMIIBIOTED, YHUUTOXKUB IIPU 3TOM IeHHYI0 HHpopManuoo. IMeHHO
II03TOMY MOJIb30BATEJTh IOJKEH UMETD ITPEJICTaBIeHNE O TOM, KaK paboTaeT
aHTUBUPYCHAs IporpaMMa, Kak oHa "uiet", "JeunT’ 3apa’keHHble BUPYCOM
JlaHHbIE, KaKHe MeTO/ bl aHTUBUPYCHOU 3aIIMTHI CYIIIECTBYIOT U HACKOJIBKO
oHu 3P dekTuBHBIL. Tak Kak, Ha OTHOCUTEIBHO CJTA0BIX KOMIIBIOTEPAX TPaJIH-
IIMOHHBIE aHTUBUPYCHBIE TPOTPAMMBbI, KOTOPHIE HE TOJILKO CKAHUPYIOT (haiJIbI
U TTATIKH 110 3aIIPOCY, HO U OCYIIECTBJISAIOT MOHUTOPHUHT B peajlbHOM BPEMEHH,
MOTYT 3aTpebO0BaTh CYIIIECTBEHHYIO JI0JII0 CUCTEMHBIX PECYPCOB, UTO CKaXKETCS
Ha 00IIel TPOU3BOJINTEILHOCTH. B TO 3Ke BpeMsi, OCTaBJIATh TaKUE KOMIIbIOTE-
PHI BOBCe 0€e3 3aIUThI HeJIb3sl. B IT0/T00HBIX CIydasx UMeeT CMBIC BOCIIOJIb-

30BaThCs OT/IEJIbHBIM AaHTUBUPYCHBIM (DAaJIOBBIM CKAHEPOM.

ITU IPOrpaMMBbl, KaK IIPABUJIO, 10 CBOUM BO3MO>KHOCTSAM BIIOJIHE COIIOCTABU-
MbI ¢ OOBIYHBIMU aHTHUBUpPYycaMu. OHU pacro3HaioT BpesoHocHoe [10 y1ro0bIx
BUJIOB 10 CUTHATyPHBIM 6a3aMm, a TaKKe 3BPUCTUYECKUM MeToioM. CUTHATYp-
Hble 0a3bl HYKAI0TCS B IOCTOSTHHOM OOHOBJIEHUHU, TIO3TOMY Y aHTUBUPYCHBIH
CKaHep JI0JI’KEH aBTOMAaTHUUeCKU OOHOBJIATHCS Yepe3 MHTEPHET, BJJ00ABOK,
»KeJIaTeJIbHO, UTOOBI 9TO ITPOUCXO/IUII0 Oe3 yJacTus mosib3oBaTesisa. Heobxo-
JIUMO TaKKe, YTOObl aHTUBUPYCHBIN CKaHEP MOT I10 PaCIMCAHUIO IIPOBOIUTD
MIOJTHYIO IIPOBEPKY CUCTEMBI, BEJlb HEJIb35 UCKJIIOUATh TOTO, YTO U3-3a OTCYTCT-
BUsI MOHUTOPHUHTA KaKasi-HUOY/b 3apa3a Bce-TaKU MPOHUKJIA HA KOMIIBIOTED,
U ee HEOOXOMMO HEUTPAITN30BaTh. MBI paccka)keM BaM O HECKOJIBKUX bec-
IUIaTHBIX aHTUBUPYCHBIX CKaHEPaX, KOTOPbIE MOTYT CJIY>KUTh HEIJIOXOU 3aIIH-
Tou 114 yerapesiux [1K, a /111 cOBpeMeHHBIX - IONOJHUTEIbHOU TPerpazion
Ha IIyTU BUPYCOB, TDOSAHOB, UepBeU U T.J.



A-squared Free — 3ra nporpamMmma Takxe spJsgercs "06-
( ;‘L JIErYeHHBIM" BapHaHTOM KoMMepueckoro A-squared Anti-
| V. / Malware. B Hell oTCyTCTBYyeT MOy b PE3U/IEHTHOU 3aIIUTHI,
HeT U aBTOMAaTH4YeCKOTO OOHOBJIEHUS CUTHATYPHBIX 6a3. TeM He
/ MeHee, 110 3aTIPOCY MMOJIb30BaTEJISA UX MOXKHO OOHOBJIATH B JIIO-
6oe Bpems. C momoipio A-squared Free Mo:kKHO HaxoauTh 1 00e3BpEKUBATh
HEe TOJIbKO BUPYChI, UEPBH, 03KI0PHI UJIU TPOSIHBI, HO ¥ PEKJIaMHBIE U IIITHOH-
CKHe MOJYJIH, a TAKXKe JIO3BOHIIMKU. B HacTosIee BpeMs B aHTUBUPYCHOU Oa-
3€ CoZlepKUTCs Oosiee 50 THICSY CETMEHTOB BUPYCHOTO Koza. [Iporpamma nme-
€T MHOTOSI3BIYHBIN UHTEPdElC, cpeu TIpeijiaraeMbIX JOKAJTINU3aIUN IIPUCYT-
CTBYET U pyccKas.

C momomwio A-squared Free MOKHO TPOBEPATH KaK 3a/IaHHbIE (HANIIBI U JIU-
PEKTOPHUHU, TaK U BCIO CUCTEMY IeJINKOM. Pa3paboTuuku mpejjiaraloT YeTbipe
pe:KrMa CKaHUPOBAHUA:

Quick Scan — mpoBepKka Bcex 3aIyIeHHbIX ITPOIECCOB, IIOKUCK CJIE/IOB
spyware 1 BpeJIOHOCHBIX cookies;

Smart Scan — ITPOBEPKA TOJIBKO BaXXHbBIX CUCTEMHBIX IIAIIOK, 9TOT PEXHNM
YCTAHOBJIEH 110 YMOJ/JIYaHUIO,

Deep Scan — ToTasibHas IpoBepKa Beex (DalyioB U MATOK;

Custom Scan — pexXUM TOHKOU HaCTPOUKU;

Ha mocsienaeM Mbl ocTaHOBUMCSA ono/ipoObHee. OH, K IPUMEPY, TO3BOJISET
yKasarhb IIporpaMMe, KaKyl0 UMEHHO IIPOBEPKY Cjie/lyeT IPOBOAUTD, YTO HY K-
HO IIPOBEPATH U UTO UCKATh. K IIpruMepy, MOKHO OTKJIIOUUTD IIPOBEPKY
Spyware, OTKJIIOUUTh 9BPUCTUYECKUN aHAJIN3, IOUCK B APXUBAaX U IPOBEPKY
BHyTpu NTFS-nmotokoB. HakoHel], MOXHO BbIOpATh TUIIBI (DAUJIOB /IS TIPO-
BEPKMU 110 paciinupeHuo. Kpome Toro, B iporpaMMe UMeeTCsa KapaHTUH.
A-squared Free — He KOH(IIUKTYET C APYTUMU aHTUBUPYCHBIMHU ITPOTPAMMa-
MU.

Caiir: http://www.emsisoft.com/
OC: Windows XP/Vista/Windows 7/2003/2008 Servers (32bit/64bit)
JIunen3us: Freeware



http://www.securrity.ru/external.php?link=http://www.emsisoft.com/en/software/free/

. Dr.Web Curelt — Poccutickas xkomnanus "JJoxTop Be6"

= \ COBEpIIIEHHO GECIIaTHO MPeIaraeT aHTHBUPYCHBIH CKaHep,

" KOTODBIH 0GHAPYKUBAET BPELOHOCHbIE U IOTEHIHAIBHO OIIAC-
HbI€ ITPOTPAMMBI ITPAKTUUECKH JIIOOBIX pA3HOBUIHOCTEN - BU-

PYCBI, YepBH, O5KIOPHI, TPOSHBI, OTIACHBIE CKPUTITHI, XaKEPCKUE YTUJIUTHI,

MIPOTPaMMBI-IIIYTKH, PEKJIaMHbIE MOJYJIX U MHOTO€E JIpyTroe. YCTaHOBKA He

TpebyeTcs, YTO 0bJIeryaer u3jaevueHune yxe 3apaskeHHOTO KoMIblotepa. CkaHep

IIpOBePsET 001aCTh aBTO3AITyCKa, a TaKKe JII000H (paiiy, manky Wix BCIO CHC-

TEMY IO 3aIPOCY MTOJTH30BATEIA.

[Tockosbky Dr.Web Curelt - yruiuTta 6ecriyiaTHast, ¥ ee OCHOBHASA 11€JIb 3a-
KJIF0UAeTCs B /IEMOHCTPAIIMU BO3MOKHOCTEN KOMMEPUYECKUX MMPOAYKTOB KOM-
mauuu "JlokTop Be6", MexaHn3M aBTOMAaTHYECKOTO OOHOBJIEHHS Y CKaHepa OT-
cyTcTByeT. XOTsl, KaK YTBEPIKJAI0T caMU pa3paboTuuku, Ha ftp-cepBepe kKoM-
nanuu auctpubytur Curelt Bcerma HaxoIUTCs B aKTyaJIbHOM COCTOSTHUH, C
CaMbIMH CBEKUMHU aHTUBUPYCHBIMU 0a3aMH, KOTOPbIE OOHOBJISIFOTCS JIBAK/IbI
B yac. [IoaToMy ecyii BOSHUKAET COMHEHHE B KAUecTBe pabOTHI y3Ke YCTaHOB-
JIEHHOTO B CHCTEME aHTUBHUPYCa, UMEET CMbBICJI 3aTPY3UTh C CEPBEpPA KOMIIa-
Huu "JlokTop Be6" cBexxyro Bepcuto Curelt 1 mpoBEPUTH CUCTEMY C €€ TIOMO-
mp10. CTouT OTMETUTB, uTO Dr.Web Curelt! oOHOBJIsIETCA OUH WIU HECKOJIBKO
pas B yuac.

Dr.Web Curelt! He TpebyeT ycTaHOBKU, He KOH(PIIUKTYET HU C OJJHUM aHTHUBU-
pycoM, a 3HAUYUT, HA BpeMs CKaHUPOBaHUs He TPebyeTcsA OTKII0YATh YCTAHOB-
JIEHHBIW aHTUBHUPYC Apyroro nmpouspoautessa. C momornisio Dr.Web Curelt! Bor
MOJKeTe PeryJIApHO KOHTPOJIUPOBATh 3(PPEKTUBHOCTh YCTAHOBJIEHHOTO HA
Bamem ITK aHTHBUpPYCa 1 HA OCHOBAHUU PAbOTHI yTUIIUTHI CAMOCTOSITETHHO
cZieJs1aTh BBIBOJ O ero 3aMeHe Ha Dr.Web.

Caiit: http://www.drweb.com/
OC: Windows 950SR2/98/Me/NT 4.0/2000/XP/2003/Vista/2008/Windows
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Jluniensus: Shareware/Freeware



http://www.securrity.ru/external.php?link=http://www.freedrweb.com/cureit/benefits/

ESET Online Scanner — 310 yno6HbI1i 1
@ e T MOII[HBIA HUHCTPYMEHT, KOTOPBIN MOKHO HCII0JIb30-

BaTh JIJIs YIAJIEHUsI BPEJIOHOCHBIX ITPOTPaMM C JII000-

r0 KOMIIBIOTEPA, UCIIOJIB3Ysl TOJIBKO web-0payszep. B
ESET Online Scanner mcIosip3yeTcs Ta Ke TEXHOJIOTHSA MPOAKTUBHOTO JIETEK-
tupoBaHus ThreatSense™, uro u 8 AutuBHpyce ESET NOD32 u ESET NOD32
Smart Security, a Tak:ke caMmble TTOCTIETHUE U aKTyaIbHbIe 6a3bl JaHHBIX BU-
PYCHBIX CUTHATYP.

Kaxk u 0601 moy1o6ubii cepprc, ESET Online Scanner He MOXeT BBITIOJTHSTh
CKaHUPOBAHME KJIMEHTCKOrO KOMIIbIOTEpPA C yIaJIEeHHOTO cepBepa. IloaTomy,
repej; HayajioM IIPOBEPKU, BaM Oy/IeT He0OXOUMO YCTAaHOBUTD OIpe/iesIeH-
Hble KOMITOHEHTHI ActiveX oT Eset. Taxoke, ecyii BBI II0JIb3yeTECH CEPBHUCOM B
TIEPBBIN pa3, BaM HY>KHO CKauaTh IIOJIHYI0 0a3y CUTHATyp BUPYCOB /ISl OHJIaNH
CKaHepa. B 3aBUCUMOCTHY OT CKOPOCTH BAllIer0 MHTEPHET-COeJUHEHUS 3TO
3aliMeT OT OJHOW MUHYTHI /10 UETBEPTU Yyaca. EcTecTBEHHO, BCE 9THU JIENCTBUA
BBINIOJIHAIOTCA aBTOMATHUYECKH, BAM HY>KHO TOJIBKO Ha’KUMAaTh KHOIIKM «Start»
u «OKk».

# DBICTPBIN U IIPOCTOU B UCIIOJIB30BAHUU: STUM OECIIJIATHBIM CEPBUCOM MOK-
HO I10JIb30BAThCA, HE IPOX0/IA CIIeNUaJIbHYI0 PETUCTPALlNI0; CKaHep YyCTaHaB-
JINBAETCA U 3aIIyCKAeTCA OJHUM HaKaTHueM KHOIIKU.

# Bcerpa camas aktyaspHas Bepcus: B ESET Online Scanner ncnosib3yercs
caMmasi COBpeMeHHasl BEpCUs SBPUCTHUECKOTO MexaHn3Mma ThreatSence™ u
HauboJiee aKTyaIbHble BUPYCHbBIE CUTHATYPHI.

# KommiekcHOoe oOHapy>KeHUA BPETOHOCHBIX ITPOTPaMM: BbIsIBJIEHUE U3BECT-
HbIX ¥ HEU3BECTHBIX BUI0B BpesloHOcHOTO 110, BUpyCoB, uepBeil, 63K10pHhI,
TPOSIHOB, (pUIIMHTA U mIHOHCKOro I10.

# I'my0OKOe CKaHMPOBAaHUE: CKAHUPOBAHNE aPXUBOB, UCIOJIHAEMbBIX (DANIOB U
YIIAKOBILVKOB.

# OunCTKa: OYHCTKA U JleueHne NHPUIIMPOBAHHOU CUCTEMBI.

# ESET Online Scanner He KOHQIUKTYET ¢ IPYTUMH aHTUBUPYCHBIMU IIPO-
rpaMMaMM.

Pazpaborunku Eset Online Scanner pekoMeHIYIOT OTKJIFOYATh JIIOObIE aHTH-
BUPYCHBIE CPeJICTBa, UMEIOIIHECs B Balllel cucTeMe, Ha BpeMs paboThl CKaHe-
pa. ATO CBA3AHO C TEM, YTO OHH MOTYT IlepexBaThiBaTh oOparienus Online
Scanner K BaIieMy KeCTKOMY JAUCKY, 3HAUUTEJIbHO CHUKasA CKOPOCTh €T0 pa-
OOTHL.

Caur: http://www.eset.com/
OC: Windows XP/2000/NT/Vista/Windows 7 (32bit/64bit)



http://www.securrity.ru/external.php?link=http://www.esetnod32.ru/.support/scanner/

Hurtepuer 6payzep: Microsoft Internet Explorer
5.0+\Firefox\Opera\Netscape\Safari
JIunen3usa: Freeware

meH PymbiHcko# kommanuedn SOFTWIN, koTopast 3apaba-

THIBaeT Ha IPOdeCCHOHATbHBIX AaHTUBUPYCHBIX PEIIEHUSIX

JIUISL IOMAIITHUX U KOPIIOPATHBHBIX II0JIb30BaTeJIEl, HO B OT-

JIMUME OT MPEABIYIIEro yYacTHHKA 0030pa, BitDefender

b[t dEfEndEP Free Edition - BriosiHe camocTOATETbHBIA TPOAYKT. OH pe-

TYJIAPHO OOHOBJISIETCS, KaXK/Ible TPHU Yaca B aBTOMaTHUe-
ckoM pexkuMe. ITo1b30BaTe b MOXKET CAMOCTOSTEILHO YCTAHABINBATD BPe-
MeHHbIE HHTEePBaJIbl, Uepe3 KOTOpbIe mporpamma OyaeT oopaIaThesi K CEpBepy
3a anieuTaMu.

\ BitDefender Free Edition — 1ot IpoyKT, BBIILY-

B ckanepe ecTh IIIaHUPOBIIUK, C TIOMOILBI0 KOTOPOT'O MOXKHO IIPOBEPATH CUC-
TeMy 110 pacnucanur. [Tockosnbky BitDefender Free Edition mozker ycraHag-
JINBATBCA JJ151 HECKOJIBKUX MOJIb30BaTeIed OTHOBPEMEHHO, 11 3aII[UTHI I1a-
paMeTpPOB IIPOTPAMMBI OT HeKeJIaTeTbHBIX U3MEeHEHUN MOKHO BOCIIOJIb30-
BaThCs MAPOJIbHOM 3amuTon. K ycsyram mosb3oBartesis UMeeTcs TaK»Ke KapaH-
TUH, Ky/ia IOMeIaloTcs 3a0JI0KUpOBaHHbIE, HO HE yIaJIeHHbIe OKOHYATEJIHHO
(aitbl ¢ BUpycamu.

# 3amuimaeT Barmm KoMIbIOTEP B pesKUMe PealbHOTO BpeMEHH OT U3BECTHBIX
BUPYCOB, mmuoHckoro [IO(Spyware), yepBeit, 63K/10pbl, TPOSTHOB, IPYTUX U
BPEIOHOCHBIX ITPOTPaMM.

# BloKUpyeT HEM3BECTHBIE BUPYCHI C MPUMEHEHUEM COBPEMEHHBIX ITPOAKTUB-
HbBIX TEXHOJIOTUM.

# OOHaApYKUBaeT U yJaIsieT PYTKUTHL.

# ExxenmHeBHOE OOHOBJIEHNE BUPYCHOM 0a3bl

# BitDefender Free Edition - He KOHGIUKTYET C APYTUMU aHTUBUPYCHBIMH
IIporpaMMaMH.

KoMnanus mpejjiaraetT CBOU pelieHus: CaMoOMy IITUPOKOMY KPYTY KJIMEHTOB.
[IporpamMMHBIE TPOAYKTHI KOMIIAHUU JOCTYITHBI JIJIs1 PA3JIMYHBIX OTEPAIOH-
HBIX CHCTeM, BKJIouasa Microsoft Windows, paziuunbie AuCTpUOyTHUBBI
GNU/Linux u FreeBSD.

Caiir: http://www.bitdefender.com/



http://www.securrity.ru/external.php?link=http://www.bitdefender.com/bd/site/products.php?p_id=24

OC: Windows XP/Vista/Windows 7/Windows Home Server (32bit/64bit)
JIunensusa: Freeware

Malwarebytes' Anti-Malware - AutusupycHas npo-
s=(DaMMa, IIpeITHa3HaYeHHA JJIs1 OBICTPOTO CKAHUPOBAHUS CHC-
TEMBI B IIOMCKAX Pa3JIMUYHBIX BUJI0B BpeZloHOCHOTO [10. KomIib-
I0TEP HAXOJIUTCA MO/ IIOCTOSHHOM YTPO301 Pa3JIUYHbBIX TUIIOB
BpezoHocHOro 110 (BUpYycCHl, UepBH, TPOSHBI, PYTKUTHI, Spyware-
IIPOTPaMMBI U T.JI.), HEIIPEPHIBHO pa3BUBaIIuXcs. [IoaToMy HEOOXOIHMMBI
camble 3 (PeKTUBHBIE METO/IbI, KOTOPBIE CMOTYT Jep>KaTh Baml KOMIIbIOTEP B
IIOJIHOM 0€30MacCHOCTH.

Anti-Malware Malwarebytes' — aHTHBUpYyCHas mporpaMmMa, KOHTPOJIMPYIOIIast
KasKJIbIH TIPOIleCC B cHCTeME, UTO (haKTUUECKU ITO3BOJISIET OCTAaHABJIUBATh Bpe-
noHocHoe [10 10 Hayasia ero eicTBUs. BOJBITUHCTBO U3 HUX HeOOJIbIIINE
YTHUJINTBI, KOTOPBIE MOTYT OOPOTHCSA C OTPAHMYEHHBIM HAOOPOM ITapa3uToB. A
BHYIIIUTEIbHAS TEXHOJIOTHS SBPUCTUYECKOTO aHAIN3a IMPeOTBPAIlaeT HOBbIE
YTPO3HI.

JTa nmporpaMmma pazpaboTraHa JiyIst ObICTPOr0 OOHAPYKEHUs, yAAJIEHUS CIIak-
Bape, BUPYCOB U JIPYTHUX BPEIHBIX IMporpaMm. KpoMe 3TOro oHa mo3BoJisieT
3alUINATh Balll KOMIIBIOTEDP OT HOBOTO 3apakeHusi. IHTepdelic mporpaMmMbl
OYEHbB IIPOCT, IO3TOMY HCITOJIb30BAHUE STOH IIPOTPAMMEI HE BBI3OBET CJIOMKHO-
CTH JTa’Ke Y HAUMHAIOIIETO TI0JTb30BaTes.

# Hanmuue pexxrMa ObICTPOTO CKAHUPOBAHUSI.

# B0O3MOKHOCTb BBITIOJITHUTH CKAHUPOBAHHE BCEX IUCKU KOMITbIOTEpPA.

# Hannaue Moy sl 3alUTHI KOMIbIOTEPa (TOJIBKO IS IIJIATHOW BEPCUN).

# KaxmonHeBHBIE OOHOBJIEHUA 0a3bl JaHHBIX.

# MoskeT rmomemiaTh (aiiyibl B KAPaHTUH U BOCCTAHABJIMBATD UX B CIyUYae He-
00XOTUMOCTH.

# BO3MOXKHOCTB CO3/1aTh CIIMCOK UTHOPUPOBAHUS JIJIsI MOJTyJIel CKAaHUPOBa-
HUSA U 3aIUTHI.

# 'nOKkme HACTPOMKH, ITO3BOJIAIOIINE YCKOPUTH PA0OTY IIPOTPaMMBI.

# VlHTerpupoBaHHbIE MT0JIE3HBIE YTUJINTHI, IIO3BOJISIONINE Y/IAISTh BPEJOHOC-
HbIE ITPOTPAaMMbI BPYUHYIO.

# Hanuuue pycudunmpoBaHHoU Bepcuu (0obIas peIKOCTh).

# IIpexkpacHo paboTaeT 1 He KOHQJIUKTYET C YKe YCTAaHOBJIEHHBIMU HAa KOM-
MbIOTEPE AHTUBUPYCHBIMU M aHTUCITAWBAPHBIMU ITPOTPAaMMAaMH.



# Ilo/meprKKa 3aIycKa U3 KOMaH/THON CTPOKH JIJIS1 BBITIOJTHEHUS OBICTPOTO
CKaHUPOBAHUSI.

# HTerparys ¢ KOHTEKCTHBIM MeHI0 Windows, 4TO II03BOJISIET B CJIyYae BbI-
TIOJTHUTH CKaHNOOBaHUe JI000ro daria.

# Anti-Malware Malwarebytes' - He KOHPIIUKTYET C APYTUMHU aHTUBUPYCHBIMHU
IIporpaMMaMH.

Caiit: http: //www.malwarebytes.org/
OC: Windows 2000/XP/Vista/Windows 7 (32bit/64bit)
JIunen3usa: Freeware

ClamWin Free Antivirus — 9to He nnpocTo 6ecriar-
HBIN aHTUBUPYC, 4 AaHTUBUPYC C OTKPBITBIMU UCXOTHUKAMU.
[Iporpamma 6a3upyeTcs Ha MOIMYJIIPHON aHTUBUPYCHOU ITPO-
rpamme ClamAV u nipesacrasiisieT cob60i yCOBepIIEHCTBOBAH-
HbIU rpadpudeckuil nuTepdenc Kk Hel. VITak, pe3auieHTHas 3a-
myTa Kak TakoBas B ClamWin oTcyTCTByeT, OJTHAaKO B COCTaBe
IIPOrpaMMBbI UMeeTCsI CIIeInaIbHbIN MOy Ib 1t Microsoft Outlook, koTopsbrii
IIPOBEPSIET BCIO BXOZAIIYIO U HcXoAAIIyIo ouTy. ITockonpky ClamWin siBiisi-
eTcs CBOOO/IHBIM ITPOEKTOM, OOHOBJISETCSA OH HE CTOJIb 4YaCTO, KaK KOMMepue-
CKHe IPUWIOKEHUS, B PACIOPSKEHUN KOTOPHIX UMEIOTCSI BUPYCHBIE J1abopaTo-
PUH ¥ MOIITHBIN IITAT TPOPECCHOHATBHBIX AHATUTUKOB. CUTHATYpHBIE 0a3bl
OOHOBJIAIOTCA TPUMEPHO Pa3 B CYTKH, a caM IMPOTPAMMHBIA MOJIYJIb - TI0 Mepe
obHapy:KeHUs U YCTPaHEHUsI OITHNO0K, a TaK»Ke J00aBIeHUs HOBOTO (pyHK-
uoHasa. UTo KacaeTcss BpeMeHHU BBITIOJIHEHUS TeCTOBOTO 33JJaHUsA, TO OHO CO-
CTaBJISAET 1eJbIX 17 MUHYT. CKOpee BCero, JaHHBIN IPOLIECC BBITIOIHAETCH C
HU3KUM [IPUOPUTETOM, TaK KaK OH MPAKTUYECKU HE TOPMO3UT CUCTEMY U He
MeIlaeT paboTe APYrux NPUI0KEHUMH.

ClamWin Free Antivirus Beimyckaercsa nof auneasneii GNU General Public
License u sBJIsieTcsi CBOOOAHBIM IIPOTPaMMHBIM obeciieueHreM. ITocTapisercs
C YIOOHBIM MHCTAJIATOPOM M UCXOAHBIMU KOIaMH.

# [1IaHUPOBIUK CKAHUPOBAHUSA 110 PACIIUCAHHUIO.

# ABTOMaTHUYECKOE OOHOBJIEHNE AaHTUBUPYCHOU Oa3Hl.

# AHTUBUPYCHBIUN CKaHED.

# VlHTErpanus B KOHTEKCTHOe MeHIO [IpoBogHrka B Windows.

# ITlnarun mis Microsoft Outlook.

# Bo3MOXXHOCTD PA0OTHI ¢ QJIBIIKY UJIN KOMITAKT-/IFicKa 0e3 He0OXOUMOCTH


http://www.securrity.ru/external.php?link=http://www.malwarebytes.org/mbam.php

#YyCTaHOBKHU.
# ClamWin Free Antivirus - He KOHQJIUKTYET C IPYTUMH aHTUBUPYCHBIMH
IIporpaMMaMH.

Taxoke cymiectByeT maruH s Mozilla Firefox, KoTopsiii MokeT UCOIb30-
BaTh. ClamWin Free Antivirus jis1 mpoBepKy CKaunBaeMbIX (paiiyioB HA BUPY-
CBL.

Cairt: http://ru.clamwin.com
OC: Windows 98/ME/2000/XP/2003/Vista/Windows 7 (32bit/64bit)
JIunien3usa: Freeware

I (Asl »7 Rsl ¢y o Kaspersky Virus Removal Tool — Gec-
* = aTHbIH CKaHep, TaK ke u3BecTHbIA Kak AVPTool.
Kaspersky Virus Removal Tool — aTo mporpamma ais
JIeYeHUs 3apaKE€HHOr'0 KOMIIBIOTEPA OT BUPYCOB, TPOAHCKUX U IIITMOHCKUX
IporpaMmm, a Takxe ot Jiroboro apyroro BpezioHocHoro I10. B cBoeii pabote
Kaspersky Virus Removal Tool ucrosbpayer appekTrBHbBIE aITOPUTMBI OOHA-
py»KeHU BPpeJOHOCHBIX IIPOrpaMM 13 apceHasia AHTuBupyca Kacnepckoro.

KpaiiHe Ba’KHBIM IIPEUMYIIIECTBOM M OTJIMYHEM OT aHAJIOTMYHBIX PEIIEeHUH,
SIBJISIETCSI BO3MOKHOCTD CO3/JaHUS U HCIIOJIb30BaHUS (B TOM UHCIle MHTEPAK-
TUBHOE) CIIEIIUATbHBIX CKPUIITOB JIeUeHHUsI CcTeMbI. KoHBeliep myOJTnYHBIX
coopok Kaspersky Virus Removal Tool (AVPTool) Hastaken u 3amnyieH. Ilepe-
cbopka IUCTPpUOYTHBA OCYIIECTBIISIETCS KaXKAble 2 vaca.

# IIpocrou mHTEp(dEic IPOrPpaMMBI.

# YcTaHOBKA Ha 3apa’keHHBIA KOMITbIOTEp. B ToM umnciie: B 6e3omacHOM pe-
»kumMe Microsoft Windows (Safe Mode); mpu paboTaroiieM aHTHBHUPYCE IOCTO-
STHHOMU 3allUThHI.

# ABTOMAaTHUUYECKAas MPOBEPKA U JIeUeHNe: TIOUCK BPETOHOCHBIX ITPOTPaMM I10
6a3am CUTHATYP, SBPUCTUUECKUN aHATN3ATOP, MOUCK U HEUTpaIu3aIus pyT-
KUTOB, IIOMCK ITPOTPaMM C U3BECTHBIMHU ySI3BUMOCTSIMHU, OECCUTHATYPHBIHN I10-
HICK BPEJIOHOCHBIX POTpamMM (IIPU HAUTUUUH JOCTYIIa B UHTEPHET).

# Pyunas mpoBepka u jieueHue: cbop nHoOpMaIuu 0 3apa’keHHOM KOMITbIO-
Tepe CHUCTeMe, THTEPAKTUBHOE CO3/JaHN€e CKPUIITOB JIEUEHUS.

# Kaspersky Virus Removal Tool - He KOHQJIHUKTYeT ¢ IPyTUMHA aHTUBUPYCHBI-
MU IIpOTPaMMaMHU.


http://www.securrity.ru/external.php?link=http://ru.clamwin.com

Cair: http://www.kaspersky.com/
OC: Windows XP/Vista/Windows 7 (32bit/64bit)
JIunen3usa: Freeware

AVZ - BecruiatHast aHTUBUPYCHAsI IporpaMma, pa3pabo-
taHa Osierom 3aiineBsiM. C 2007 roga Oster paboraet B Jla-
6opatopuu Kacnepckoro u ocTaércsi e ITMHCTBEHHBIM pas-
pabotunkom AVZ. Ucrionb3yemble B AVZ HapaOOTKU U TeX-
HOJIOTHY BOIILUTH B OCHOBHBIE ITPOAYKTHI JIK - Kaspersky
Internet Security u Kaspersky for Windows Workstations 6
MP4.

AnTuBUpycHas yrwinta AVZ npeHa3HauyeHa Jj1si obHapy-
JKEeHU U yJaJIeHU:
# SpyWare u AdWare mopyJieit - 5ToO OCHOBHOE Ha3HaU€HUE YTHUJIUTHI
# Dialer (Trojan.Dialer)
# TPOSAHCKUX IIPOTPaMM
# BackDoor mopyiteit
# CeTeBBIX U IOYTOBBIX UEPBEU
# TrojanSpy, TrojanDownloader, TrojanDropper
# PyTKUTOB
# Keiisorreposn

CpencrBa, BCTpoeHHbIE B AVZ,

# MUKponporpaMMbl 5BPUCTAUYECKOUN ITPOBEPKU CUCTEMBI.

# ObnHoBisieMas 6a3a 6e30macHbIX (GailoB.

# BerpoenHas cucrema obHapys:keHus Rootkit.

# Jlerextop ki1aBuarypHbix mmnuoHoB (Keylogger) u Tpossuckux DLL.
# Berpoennsiii anasmsatop Winsock SPI/LSP Hactpoek.

# BcTpoeHHBIN ucIieTYEp MIPOIECCOB, CEPBUCOB U JIPANBEPOB.
# BcTpoeHHas yruinTa Jjid novcka anaoB Ha IUCKe.

# BcTpoeHHas yTuinTa i IIOUCKA TaHHBIX B peecTpe.

# BeTpoeHHBIN aHaIU3aTop OTKPBITHIX mopToB TCP/UDP.

# BeTpoeHHBIN aHATM3aTOP OOIIMX PECYPCOB.

# Berpoennsiii anasmsatop Downloaded Program Files (DPF)
# MukponporpaMMbl BOCCTAHOBJIEHUS CUCTEMBI.

# DBpHUCTUYECKOe yAanieHne (paiios.

# 1IpoBepka apXuBOB.

# IIpoBepka u jieuenue noTokoB NTFS.

# CKpHUIITHI yIPABJICHUA.


http://www.securrity.ru/external.php?link=http://support.kaspersky.ru/avptool2010/main?qid=208637130

# AHaIM3aTOP IIPOLECCOB.

# Cucrema AVZGuard.

# CucreMa IpsAMOTro JOCTYIIA K JIUCKY.

# JIpaiiBep MOHUTOPUHTA MPOIeccOB U ApaliBepoB AVZPM.

# JIpatiep Boot Cleaner.

#AVZ - He KOHPIUKTYET C APYTUMU aHTUBUPYCHBIMU IIPOTPAMMaMHU.

Caiir: http://z-oleg.com/secur/avz/
OC: Windows 98/ME/2000/XP/2003/Vista/Windows 7 (32bit/64bit)
JIunen3usa: Freeware

Kaxk Bbl HaBepHsKa 3aMeTWIIN, BCE BhIIIIeyKa3aHHbIE aHTUBUPYCHbIE CKAHEPBI,
pacIpoCcTpaHAITCA COBEPIIEHO OeCIIaTHO, M YTO CaMOe IJIaBHOEe, HU O[HA U3
9TUX OPOTrPAMM He KOH(JIMKTYET ¢ APYTUMU AHTUBUPYCHBIMY IIPOrPAMMAMHU.
Ho, He cMOTps Ha TO, UTO KaXKAasi U3 HUX MOYKET HAaUTHU U y/IaJIUTh OOJIBIIINH-
CTBO BPEZJOHOCHBIX IIPOTPaMM, He CTOUT 3a0BIBATh O TOM, UTO TaKHe 'yTUIUTHI
He MOT'YT 3aMEHUTH MOJIHOLIEHHBI aHTUBUPYC. 3aTO, IPUBETCTBYETCA U PEKO-
MeH/yeTCA UCIIOJIb30BaTh X B JOIIOJTHEHNE K aHTUBUPYCaM, U IIEPUOIUIECKU
CKaHMPOBATh KOMIIbIOTED Ha HAJIMUME BUPYCOB — TaKUM oOpa3oM, Brl cBesieTe
PUCK 3apaXeHUs KOMIIbIOTEPA, IPAKTUYECKHU K HYJIIO!

Takke CKAHUPOBATh MO O3PUTEJIbHBIE (palIbl, BbI MOkeTe ¢ mToMO-

mpt0 cepBuca VirusTotal, nu ucmob3yst aHAJIOTUYHBIN OeCIIaTHBIN OHJIANH
AHTHUBUPYC. A €CJIM XOTUTE IPOBEPUTH Balll KOMIObIOTED Ha BUPYCHI OH-

JIAWH MCHOJIb30BaTh CIlelUaJIbHble-aHTUBUPYChI, KOTOPbIE 3aITyCKAIOTCA IP-
Mo u3 Opayaepa.



http://www.securrity.ru/external.php?link=http://support.kaspersky.ru/faq?qid=208635952
http://www.securrity.ru/review/795-virustotal-besplatnaya-onlajn-proverka-na-virusy.html
http://www.securrity.ru/online_antiviruses.html
http://www.securrity.ru/online_antiviruses.html
http://www.securrity.ru/proverka-kompyutera-na-virusy-onlayn.html
http://www.securrity.ru/proverka-kompyutera-na-virusy-onlayn.html

